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Platforms: Gateway Encryption Protects Numbers

Submitted by Mike Grenville on Wed, 02 Jul 2008 13:02

Sicap has launched a gateway-based encryption tool to prevent spammers from
accessing phone number databases.

When operators open up their network messaging operations to third parties for
legitimate mobile services such as sports news, share prices or traffic updates,
mobile phone numbers are at risk that they will be included into suppliers taking the
numbers for inclusion in mailing databases.

To combat this vulnerability, Sicap alias management, an integrated component of
the just-released version 4.30 of Sicap Mobile Multimedia Gateway (MMG), stops
mobile subscriber numbers getting into the hands of senders of un-solicited
messages by encrypting them as they transit the gateway. The output is a short-
lived alias, of no future value for contacting the subscriber after serving its initial
purpose of communicating an operator-approved message to the customer.

Dominigue Schmid, CEO of Sicap said that "alias management is a major step
forward in protecting customers from unwanted spam. By deploying features on an
in-house Java-based framework, the Sicap gateway is paving the way for seamless
delivery of controlled messages, so that mobile customers will trust the services on
offer”.

In addition to alias management, the new version of Sicap's gateway also features
number portability management for message routing. Recognition of the home
network is now achieved by including the Sicap database in the gateway. The
gateway manages all message processing from applications (MT messages), so
that messages are identified and processed on the appropriate SMS-C. Sicap says
that this has a considerable reduction in broker costs for message handling.

Mobile Spam Raises Its Ugly Head

Once in decline, SMS spam seems to be on the rise again. Recent research in the
UK by YouGov found that 28% of consumers blame their operator for unwanted
communications and 44% would consider changing network because of mobile
spam.
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